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APPROXIMATION OF THE DISCRETE LOGARITHM IN
FINITE FIELDS OF EVEN CHARACTERISTIC BY REAL
POLYNOMIALS

NINA BRANDSTATTER AND ARNE WINTERHOF

ABSTRACT. We obtain lower bounds on degree and additive complexity of
real polynomials approximating the discrete logarithm in finite fields of even
characteristic. These bounds complement earlier results for finite fields of
odd characteristic.

1. INTRODUCTION

Put ¢ = p” where p is a prime and r is a positive integer. Denote by F, the finite
field of order g. Moreover, let « be a defining element of Fy, i.e., F, = Fp(a) and
{1,a,a?%,...,a" "'} is a (polynomial) basis of F, over F,. We order the elements
£0,61,...,&q—1 of Fy in the following way,

&=k +kea+ ...+ ka7t
if
k:k1+k2p+"'+k’l‘prila Oéklak2a~~~7kr<pv

for 0 < k < ¢—1. Let v be a primitive element of F,. The discrete logarithm
(or index) of a nonzero element ¢ € F, to the base v, denoted ind, (&), is the
unique integer [ with 0 < [ < ¢ — 2 such that £ = 4'. The discrete logarithm
problem is to find a computationally feasible method for determining the discrete
logarithm. The security of many public-key cryptosystems depends on the pre-
sumed intractability of the discrete logarithm problem (see e.g. [13]). This paper
provides some theoretical support to this assumption of hardness of the discrete
logarithm problem. In the monograph [22] (or its predecessor [21]) and the series
of papers [2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 14, 15, 16, 25, 26] several results on
the discrete logarithm problem supporting the assumption of its hardness were
proven. In particular, in [22, Chapter 11] several results on the complexity of real
polynomials approximating the discrete logarithm in the case r = 1 are given. In
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the case p > 2 most of these results can be extended to arbitrary = in a rather
straightforward way along the lines of [7, 8, 16, 25]. However, in the case p = 2 sev-
eral new ideas are needed. For example for p = 2 we have no quadratic character
and need a compensation. In this article we prove two results on approximation
polynomials of the discrete logarithm in the case ¢ = 2". In Section 3 we prove
a lower bound on the additive complexity of an interpolation polynomial and in
Section 4 we prove a lower bound on the degree of polynomials which determine
the rightmost bit of the discrete logarithm in F, for a large set of given data.

2. PRELIMINARIES

The additive complexity C+(f) of a polynomial f(X) is the smallest number
of "+’ and ’'—’ signs necessary to write down this polynomial. In [17, 18] the
number of different zeros of a real polynomial was estimated in terms of its additive
complexity.

Lemma 1. For a nonzero polynomial f(X) € R[X] having N different real zeros
we have

1 1/2
> (Z
Ca(f) = (Flog(N))
where logy(N) is the binary logarithm.
Put er(z) = exp(2miz/T).

Lemma 2. For any integer 1 < N < T we have

T—-1 N-1

Z‘ S e un‘<T(—lnT+08)

u=1 n=0

where InT denotes the natural logarithm.

Proof. We have
T-1 N-1

Z ‘ Z er(un)| = Z ’sm (mNu/T) ‘
u=1 n=0

sin(ru/T)

ged(N, T)?
T
by [1, Theorem 1]. O

IN

FTlnT + 0.387 + 0.608 +- 0.116

For the following bound on incomplete character sums see [24, Section 3, p. 469].

Lemma 3. Let x be a nontrivial multiplicative character of Fy and f(X) € Fy[X]
a monic polynomial which is not an ordx-th power and has m different zeros in
its splitting field over F,. Then we have for any additive subgroup V of F, and

a€Fy,
‘Zxaf ‘<mq
cev
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Lemma 4. Let ¢ =2". Under the conditions of Lemma 3 we have

K—1
‘ x(af(fk))‘ <mr¢'?,  1<K<gq.
k=0
Proof. The set {&,...,£x—1} can be written as union of at most r cosets of
additive subgroups. Hence, the result follows by Lemma 3. (]

3. INTERPOLATION

In this section we deal with arbitrary finite fields but focus on small character-
istic including characteristic 2.

Theorem 1. Let f(X) € R[X] be a polynomial such that
ind, (&) = f(k) forallk € S
for a set S C{1,...,q— 1} of cardinality |S| = ¢ — 1 — s. Then we have

q/p—1

>
deg f > 5

and

Cif) > (%logQ("/p;l _8)>1/2 ~1.

Proof. Let R be thesetofall k€ S with 1 <k < % — 1 such that
ind, (&) = f(k) and indy(&kp) = f(kp).

Then we have |R| > ¢/p — 1 — 2s. For each k € R we have either

f(kp) = ind (&kp) = indy(ady) = indy (&) + ind, (a) = f(k) + ind, ()
or

f(kp) = ind, (&) = ind, (&) + ind(a) — ¢+ 1 = f(k) +ind,(a) —g+ 1.
Hence, at least one of the polynomials

ho(X) = f(pX) = f(X) —w

with w € {ind,(«),ind,(a) — ¢ + 1} has at least |R|/2 zeros. The polynomials
he(X) are not identically zero since h,,(0) = —w # 0 and it follows

-1
dengdegthQ/pT—s

Lemma 1 yields

C(he) = (é log, (q/p2— 1 8))1/2

and C4 (h,) < 2C+(f) + 2 implies the result. O
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Remarks. 1. For p > 2 we may also use the relation

ind, (§2r) = ind, (&) + ind(2) mod ¢ — 1
ifk=4k +kep+...+kp =1 with 0 < ki, ko,..., k- < (p—1)/2 to obtain

(p+1)/2)" -1
deg f > S E—

and

Ci(f) > <2i010g2 (% B 8)>1/2 B

which improves Theorem 1 for large p with respect to r. This approach works also
for an arbitrary basis instead of a polynomial basis in the definition of the .

2. For rational interpolation polynomials f(X) € Q[X] we may also use the lower
bound on the additive complexity of [19, 20] to improve Theorem 1.
4. APPROXIMATION

Now we restrict ourselves to the case of even characteristic and prove a result
on polynomials which determine the rightmost bit of the discrete logarithm.

Theorem 2. Let g =2" withr >3, 1 < H < q—1, and let f(X) € R[X] be such
that for all k of a subset S C {1,...,H} of cardinality |S| = H — s we have

f(k)>0, if indy(&k) is even,
f(k) <0, otherwise.

Then we have
2 4 2
deg f > §(H—1)—4.2r q*/? (—21n(q— 1)+0.8> —2s—1.
T

Proof. Let x be a primitive character of F, and put n := x(y)™*. For 0 <1< ¢g—2
and § € F} we put

i — Al
wz(f):{L be=n

0, otherwise,
and
1, if €=+?" with 0<m<gq/2-1,
0(e) = | /
-1, otherwise.
Note that
1 22
wi(€) = =1 > N (©)
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and

q/2—1

P(E) =2 Y tam(§) —1.
m=0

Put

T:={1<k<H:k evenand ¢(&) # (& +1)}.

For all k € T we have &1 =&, + 1.

The number of k € T such that either k ¢ S or k+ 1 ¢ S is at most 2s + 1.

So we have f(k)f(k+ 1) <0 for at least |T| — 2s — 1 different k. The polynomial
f changes its sign at least |T'| — 2s — 1 times and has at least so many zeros. So
we have

deg f > |T| —2s — 1.
On the other hand we have

IT| == (&) +1)

keT
LH/2]

== > Y(&r)(&nr+1)+ |H/2) - |T).
k=1

Hence, with & = oy, for 0 < k < q/2 — 1 we get

1 LH/2] 1
T =—3 kZ V(o) (agy +1) + 5| H/2].
=1

Next we use
q/2-1 q/2—-1
PEOPE+D) =4 D Yo, (Ovamy (E+1) =2 Y (Yoam(&) + am(E+1) + 1
m=0

ml,mg:() =

and

q—2
Yoy (€)om, (€ +1) = . Z 772<j1m1+j2m2)Xj1 (ﬁ)XjQ(f—i—l)

1
(C] B 1) J1,92=0
to get

q/2—1 | H/2]

TI==2 > > tom, (k) om, (al + 1)

mi,mo=0 k=1
q/2—1|H/2]

+ Z Z (Yom (k) + Yam(ady + 1))

m=0 k=1
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q—2  q/2-1 ‘ . LH/2) ‘
q_l Z Z 2(J1m1+J2m2) Z le(agk)XJZ(afk‘i‘l)
J1,j2=0m1,m2=0 k=1
g—20/2-1  H2] |
+—12 ST (U (adr) + ) (adk + 1))
=0 m=0 k=1

The summand for j; = jo = 0 in the first sum,
i
2(qg —1)?

and the summand for j = 0 in the second sum,

LH/2],

q
——|H/2
172,
add to
(¢ —2)q 2
ti=—=|H/2|>-(H-1 >4.
So we have
9 q—2 q/2—-1 ' ' LH/2] '
“T|—t‘ < W Z ‘ Z 772(J1m1+12m2) ‘ Z le(aﬁk)xh(afk—kl)‘
q J1,2=1 m1,ma=0 k=1
1 q—2 q/2-1 LH/2]
+ -1 (- ‘Z‘ Z nzij Z I (ar) + X (Oéfk-i-l))‘

_qul/z (F In(g—1)+ 0.8)

4
< drqt/? (—2 In(g—1)+ 0.8) +
T
4 2
< 4.2r ¢*/? (—2 In(¢g — 1)+ 0.8)
0
by Lemmas 2 and 4 and the result follows. (Il

For odd characteristic the knowledge of the rightmost bit of the discrete log-
arithm of an element £ is equivalent to knowing if £ is a square. In this case ¥
defined in the proof of Theorem 2 is the quadratic character and we may apply
character sum bounds of [23] much earlier. For even characteristic all elements of
F, are squares and v is not multiplicative.
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